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Programowalna warstwa przekazu danych dla funkcji sieciowych
w środowisku zwirtualizowanej infrastruktury telekomunikacyjnej

STRESZCZENIE

Technika sieci programowalnych (ang. Software-Defined Networking - SDN) radykalnie

zmieniła podejście do budowania nowoczesnych systemów telekomunikacyjnych takich jak sieci

5G i 6G. Jednocześnie ostatnie innowacje w obszarze programowalnej warstwy przekazu danych

dla sieci SDN pozwalają na implementację algorytmów przetwarzania pakietów w urządzeniach

sieciowych wykorzystując wysokopoziomowe abstrakcje programistyczne takie jak język P4. Jed-

nakże techniki programowalnej warstwy przekazu danych są obecnie wykorzystywane głównie

dla sprzętowych urządzeń sieciowych takich jak programowalne switche czy karty sieciowe,

natomiast zastosowania dla funkcji sieciowych w środowisku zwirtualizowanej infrastruk-

tury sieciowej są ograniczone. Jednocześnie switche programowe zrealizowane jako moduły

oprogramowania (ang. software switches) stały się niezbędnym komponentem nowoczes-

nym systemów wirtualizacji funkcji sieciowych NFV (ang. Network Function Virtualization)

umożliwiając komunikację sieciową oraz implementację zaawansowanych usług sieciowych w

centrach danych. Mimo to, nowe rozwiązania takie jak sieci 5G narzucają nowe wymagania (np.

nowe protokoły sieciowe) na funkcje sieciowe w środowisku zwirtualizowanej infrastruktury

sieciowej, a operatorzy sieci chcą mieć możliwość wdrażania nowych technik (m.in. obsługi

protokołów sieciowych) w warstwie przekazu danych w krótkim czasie.

Celem niniejszej rozprawy jest zastosowanie techniki programowalnej warstwy przekazu

danych do switchy programowych, tak aby ułatwić implementację oraz skrócić czas wdraża-

nia nowych technik sieciowych w środowisku zwirtualizowanej infrastruktury telekomunika-

cyjnej. W niniejszej rozprawie zaprezentowane zostały dwa oryginalne rozwiązania: P4rt-OVS

oraz NIKSS. Oba rozwiązania pozwalają definiować sposób przetwarzania pakietów w sieci

wykorzystując technikę P4, wysokopoziomowy język programowania dla warstwy przekazu

danych. Dlatego też systemy P4rt-OVS oraz NIKSS pozwalają w krótkim czasie i bez spec-

jalistycznej wiedzy o mechanizmach przetwarzania pakietów tworzyć protototypy protokołów

sieciowych, wdrażać nowatorskie algorytmy przetwarzania pakietów, czy też dostosowywać



obecnie działające mechanizmy przetwarzania pakietów. Ponadto, rozwiązania P4rt-OVS

oraz NIKSS zintegrowane z siecią programowalną umożliwiają implementację nowatorskich

usług sieciowych, które nie byłyby inaczej możliwe do zaimplementowania lub wymagałyby

znaczących nakładów. W niniejszej rozprawie zaprezentowano również oryginalne zastosowa-

nia wykorzystujące systemy P4rt-OVS oraz NIKSS w kontekście sieci programowalnych od

końca do końca.

Rozwiązanie P4rt-OVS jest oryginalnym rozszerzeniem systemu Open vSwitch, który

jest wykorzystywany w nowoczesnych systemach wirtualizacji sieci. Architektura P4rt-OVS

pozwala wykorzystywać dotychczasowe możliwości platformy Open vSwitch, a jednocześnie

rozszerza ją o programowalną warstwę przekazu danych. Badania wydajnościowe pokazały,

że P4rt-OVS nie wprowadza znaczących narzutów wydajnościowych w porównaniu do obec-

nego modelu przetwarzania pakietów na platformie Open vSwitch, a jednocześnie dostarcza

możliwość rozszerzania tej platformy w czasie działania o dowolne protokoły sieciowe, czy też

stanowe algorytmy przetwarzania pakietów.

Rozwiązanie NIKSS jest oryginalnym switchem zrealizowanym jako moduł oprogramowa-

nia dla sieci SDN. NIKSS cechuje się wysokopoziomowym i w pełni funkcjonalnym językiem

programowania, wysoką wydajnością, możliwością programowania w czasie działania oraz

łatwością w zarządzaniu. Rozwiązanie NIKSS wykorzystuje architekturę PSA (ang. Portable

Switch Architecture) jako abstrakcyjny model przetwarzania pakietów oraz technikę eBPF jako

platformę przetwarzania pakietów zapewniającą programowalność w czasie działania oraz łat-

wość w zarządzaniu. Wysoka wydajność przetwarzania pakietów na sekundę została osiągnięta

poprzez połączenie możliwości techniki eBPF oraz kompilatora PSA-eBPF, autorskiego rozsz-

erzenia do kompilatora języka P4. Jednym z osiągnięć w ramach pracy nad rozwiązaniem NIKSS

jest realizacja algorytmu klasyfikacji pakietów typu "ternary" dla platformy eBPF oraz optymal-

izacje wydajnościowe. W niniejszej rozprawie udowodniono, że rozwiązanie NIKSS może być

z powodzeniem używane w nowoczesnych systemach NFV. Ponadto, badania wydajnościowe

pokazały, że NIKSS jest realną alternatywą dla obecnie istniejących rozwiązań.

Rozwiązania P4rt-OVS oraz NIKSS zostały udostępnione publicznie jako otwarte opro-

gramowanie i mogą być wykorzystywane do prowadzenia badań lub tworzenia systemów teleko-

munikacyjnych.

Słowa kluczowe: sieci programowalne, programowalna warstwa przekazu danych, P4, eBPF
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Subject: Evaluation report of the Doctoral thesis by Tomasz Piotr Osiński

Being appointed as an external reviewer, this document serves as my assessment of the Ph.D. Thesis by
Tomasz Piotr Osiński. The title of the thesis is “Data plane programmability for software datapaths in a
virtualized network infrastructure”, which is an accurate statement for the main topic and contributions of the
thesis. In the following, the evaluation report covers the requested aspects.

Layout:

The thesis follows a well-defined structure that consists of six chapters. After the introduction Chapter 1 that
provides an overview and setting the context for the research conducted, Chapter 2 that delves into the
foundational knowledge required to understand the research, Chapter 3 examines the motivations and
requirements behind the development of adequate programmable software switches for Software-Defined
Networking (SDN). Various use cases are discussed and the necessary requirements for such SDN software
switches are outlined along with a discussion on the limitations of existing solutions. In Chapters 4 and 5, the
thesis presents the primary contributions, encompassing the design, implementation, and experimental
evaluation of P4rt-OVS and NIKSS. Chapter 6, the final chapter, provides a summary of the entire thesis. It
outlines the research outcomes achieved through the two proposed SDN software switches P4rt-OVS and
NIKSS, highlighting their contributions to the field of programmable network data planes.

Overall, the thesis is structured in a logical and sequential manner, allowing readers to follow the progression
of the research, from introductory concepts to detailed designs and evaluations, evolving from the initial
contributions of P4rt-OVS to the improved design aspects brought by NIKSS, ultimately culminating in a
comprehensive summary and future research prospects.

Literature:

The literature review is adequately covered in Chapter 3 and the position of the thesis contributions
embodied in P4rt-OVS and NIKSS can be evidenced in Table 3.1 that provides a clear comparison of the
most relevant state-of-the-art programmable software switches. The contributions of P4rt-OVS and NIKSS
to advances in the state of the art are comprehensive and notable. In the initial part of Chapters 4 and 5 the
literature and limitations of existing solutions are revisited.

Purpose:

The goal of this PhD dissertation is to explore the benefits of data plane programmability for software
switches in virtualized networks. The purpose of the PhD is presented through the objectives to provide
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answers to three relevant research questions around the design and implementation of SDN software
switches.

The main objectives of the PhD can be synthesized around the following tasks regarding the two main
software switches proposed (P4rt-OVS and NIKSS):

● To design and implement two systems that enable data plane programmability for software switches
using P4 language: P4rt-OVS and NIKSS.

● To evaluate the performance, flexibility and operability of P4rt-OVS and NIKSS in different
scenarios and compare them with existing software switches.

● To demonstrate the potential of P4rt-OVS and NIKSS for enabling novel network protocols and
applications in end-to-end programmable networks.

P4rt-OVS extends Open vSwitch, the most popular SDN software switch, with protocol-independent and
stateful packet processing capabilities of P4. NIKSS creates a new P4-programmable software datapath that
leverages eBPF as a packet processing engine and P4 Portable Switch Architecture as a programming
abstraction. Both systems enable novel network protocols and applications that can be easily prototyped and
deployed in end-to-end programmable networks. The systems also achieve high performance and operability.

Methodology:

The proposed methodology is sensible and follows good practices of software engineering and networked
systems. The thesis starts by identifying a set of requirements for a programmable SDN software switch that
unfold into a set of objectives targeting gaps in state-of-the-art software datapaths. An initial approach is
carried out through the design, implementation, and experimental evaluation of P4rt-OVS. Leveraging the
experience and the identified limitations of P4rt-OVS, a second iteration to the main objectives of novel
programmable SDN software switches is conducted through the design, implementation, and experimental
evaluation of NIKSS. The validation of the proposed software switches is ratified through extensive
functional and performance evaluation in relevant use cases and proper experiments, including
microbenchmarks and in-depth performance analysis of test programs. In all of the chapters, the final
conclusions section distills the relevant outcomes which contributes to an adequate line of thought. The
concluding chapter provides convincing answers to the core research questions addressed by the PhD thesis.

Research Results:

As already stated, the main research results are the two software switch systems, P4rt-OVS and NIKSS, that
enable advanced data plane programmability for software switches in virtualized networks using P4
language. P4rt-OVS is an extension of Open vSwitch that supports protocol-independent and stateful packet
processing through the incorporation of a P4 pipeline. The NIKSS software datapath uses eBPF as a packet
processing engine and P4 Portable Switch Architecture as the programming abstraction. Both systems allow
the implementation of novel network protocols and applications with high performance and flexibility. The
systems are open-source and can be used for research and development.

As eloquently elaborated in the concluding Section 6, the research results of the PhD thesis can be
understood through the answers provided to three research questions: (1) Can programmable data plane and
P4 be successfully used for software datapaths without sacrificing performance? Yes; (2) Given the hardware
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focus, is P4 flexible enough to express all software capabilities needed to implement most common features
of a hypervisor switch or Virtual Network Function? Generally yes, but there are limitations; (3) Is the P4
Portable Switch Architecture (PSA) the right architecture for software datapaths? Partially.

Although not explicitly presented as result contributions, the author has contributed to seven publications
(references [127] to [133]), all of them regarded as high quality venues in the networking community.
P4rt-OVS [132] was published in IFI 2020 and NIKSS [130] in ACM CoNEXT 2022, a tier 1 conference in
the field of networking and distributed systems.

Noteworthy are the reproducibility results of NIKSS [130] that we recognized through the award of three
ACM reproducibility badges, namely Artifacts Evaluated – Functional v1.1, Artifacts Available v1.1, and
Results Reproduced v1.1

Applicability:

Beyond the common scientific applicability of the research publications resulting from the PhD, highly
remarkable is the open-source nature of both P4rt-OVS (https://github.com/Orange-OpenSource/p4rt-ovs)
and NIKSS (https://github.com/NIKSSvSwitch/nikss). As already highlighted, the main publication outcome
(CoNEXT [130]) received a valuable recognition regarding the applicability of the results through three
ACM artifact review and badging distinctions: Artifacts Evaluated – Functional, Artifacts Available, and
Results Reproduced.

Correctness:

No flaws have been identified and overall the language used is correct regarding English grammar and
adequate use of technical terms as expected in a scientific production. There are only few minor
improvements that could be done, for instance a very large single paragraph on page 68 (Section 3.3) when
discussing existing solutions in the state of the art.

Originality:

The thesis features novel contributions to the field of SDN software switches as noted in the state-of-the-art
comparison in Table 3.1. The originality of the PhD can be also evidenced through the high-quality
publication achievements.
In essence, P4rt-OVS enables runtime data plane programmability for OVS using P4 and leverages userspace
BPF for extensibility while maintaining performance. NIKSS's P4-programmable packet processing model
has two designs: a general-purpose design and a specialized design for better performance. A ternary packet
classification algorithm for eBPF was designed and implemented.The PSA to eBPF compiler is an extension
to the P4 compiler that implements the PSA model for NIKSS, with compiler optimizations for eBPF code
performance. All of them have been contributed as open-source.

Knowledge & Independence:

There is sufficient evidence to assess that the PhD thesis demonstrates the candidate's overall theoretical and
practical knowledge to carry out impact and quality research work in the field of networking, more
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specifically in the subfield of programmable software switches. There are also convincing signs (e.g. first
author role of the candidate in multiple scientific publications) of independence in the scientific work, a
feature of the candidate that can be also recognized through the logical organization of the PhD manuscript.

Conclusions:

The conclusion of this review report is very positive, as argued throughout the key aspects assessed so far.
As per the concluding remarks in the PhD manuscript itself, Section 6.1 provides a convincing wrap up
discussion on the research outcomes of the PhD work. Furthermore, each Chapter includes a conclusions
section that contributes to a comprehensive analysis of the work in scope obtained.

After taking into consideration all the evaluated elements, my judgment is that the thesis features the
expected quality and contributions of a PhD degree, and, therefore, the candidate is ready for defense.

Despite all the positive highlights regarding the quality of the PhD pointed out by this reviewer, due to lack
of familiarity with the common institutional practices to indicate a distinguishment, this reviewer does not
oppose to such a justification but prefers not to individually pursue this aspect of the PhD work.

----------------------------------------------------------------
PROF. DR. CHRISTIAN ESTEVE ROTHENBERG

UNICAMP/FEEC/DCA
Matr. 304513
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